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§192.631

§192.631 Control room management.

(a) General.

(1) This section applies to each oper-
ator of a pipeline facility with a con-
troller working in a control room who
monitors and controls all or part of a
pipeline facility through a SCADA sys-
tem. Each operator must have and fol-
low written control room management
procedures that implement the require-
ments of this section, except that for
each control room where an operator’s
activities are limited to either or both
of:

(i) Distribution with less than 250,000
services, or

(ii) Transmission without a com-
pressor station, the operator must have
and follow written procedures that im-
plement only paragraphs (d) (regarding
fatigue), (i) (regarding compliance vali-
dation), and (j) (regarding compliance
and deviations) of this section.

(2) The procedures required by this
section must be integrated, as appro-
priate, with operating and emergency
procedures required by §§192.606 and
192.615. An operator must develop the
procedures no later than August 1, 2011,
and must implement the procedures ac-
cording to the following schedule. The
procedures required by paragraphs (b),
(c)(5), (A)(2) and (d)(3), (f) and (g) of this
section must be implemented no later
than October 1, 2011. The procedures re-
quired by paragraphs (c¢)(1) through (4),
(), (@), and (e) must be imple-
mented no later than August 1, 2012.
The training procedures required by
paragraph (h) must be implemented no
later than August 1, 2012, except that
any training required by another para-
graph of this section must be imple-
mented no later than the deadline for
that paragraph.

(b) Roles and responsibilities. Each op-
erator must define the roles and re-
sponsibilities of a controller during
normal, abnormal, and emergency op-
erating conditions. To provide for a
controller’s prompt and appropriate re-
sponse to operating conditions, an op-
erator must define each of the fol-
lowing:

(1) A controller’s authority and re-
sponsibility to make decisions and
take actions during normal operations;

(2) A controller’s role when an abnor-
mal operating condition is detected,
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even if the controller is not the first to
detect the condition, including the con-
troller’s responsibility to take specific
actions and to communicate with oth-
ers;

(3) A controller’s role during an
emergency, even if the controller is not
the first to detect the emergency, in-
cluding the controller’s responsibility
to take specific actions and to commu-
nicate with others; and

(4) A method of recording controller
shift-changes and any hand-over of re-
sponsibility between controllers.

(c) Provide adequate information. Each
operator must provide its controllers
with the information, tools, processes
and procedures necessary for the con-
trollers to carry out the roles and re-
sponsibilities the operator has defined
by performing each of the following:

(1) Implement sections 1, 4, 8, 9, 11.1,
and 11.3 of API RP 1165 (incorporated
by reference, see §192.7) whenever a
SCADA system is added, expanded or
replaced, unless the operator dem-
onstrates that certain provisions of
sections 1, 4, 8, 9, 11.1, and 11.3 of API
RP 1165 are not practical for the
SCADA system used;

2) Conduct a point-to-point
verification between SCADA displays
and related field equipment when field
equipment is added or moved and when
other changes that affect pipeline safe-
ty are made to field equipment or
SCADA displays;

(3) Test and verify an internal com-
munication plan to provide adequate
means for manual operation of the
pipeline safely, at least once each cal-
endar year, but at intervals not to ex-
ceed 15 months;

(4) Test any backup SCADA systems
at least once each calendar year, but at
intervals not to exceed 15 months; and

(5) Establish and implement proce-
dures for when a different controller
assumes responsibility, including the
content of information to be ex-
changed.

(d) Fatigue mitigation. Each operator
must implement the following methods
to reduce the risk associated with con-
troller fatigue that could inhibit a con-
troller’s ability to carry out the roles
and responsibilities the operator has
defined:
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(1) Establish shift lengths and sched-
ule rotations that provide controllers
off-duty time sufficient to achieve
eight hours of continuous sleep;

(2) Educate controllers and super-
visors in fatigue mitigation strategies
and how off-duty activities contribute
to fatigue;

(3) Train controllers and supervisors
to recognize the effects of fatigue; and

(4) Establish a maximum limit on
controller hours-of-service, which may
provide for an emergency deviation
from the maximum limit if necessary
for the safe operation of a pipeline fa-
cility.

(e) Alarm management. Each operator
using a SCADA system must have a
written alarm management plan to
provide for effective controller re-
sponse to alarms. An operator’s plan
must include provisions to:

(1) Review SCADA safety-related
alarm operations using a process that
ensures alarms are accurate and sup-
port safe pipeline operations;

(2) Identify at least once each cal-
endar month points affecting safety
that have been taken off scan in the
SCADA host, have had alarms inhib-
ited, generated false alarms, or that
have had forced or manual values for
periods of time exceeding that required
for associated maintenance or oper-
ating activities;

(3) Verify the correct safety-related
alarm set-point values and alarm de-
scriptions at least once each calendar
year, but at intervals not to exceed 15
months;

(4) Review the alarm management
plan required by this paragraph at
least once each calendar year, but at
intervals not exceeding 15 months, to
determine the effectiveness of the plan;

(5) Monitor the content and volume
of general activity being directed to
and required of each controller at least
once each calendar year, but at inter-
vals not to exceed 15 months, that will
assure controllers have sufficient time

to analyze and react to incoming
alarms; and
(6) Address deficiencies identified

through the implementation of para-
graphs (e)(1) through (e)(5) of this sec-
tion.

(f) Change management. Each operator
must assure that changes that could
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affect control room operations are co-
ordinated with the control room per-
sonnel by performing each of the fol-
lowing:

(1) Establish communications be-
tween control room representatives,
operator’s management, and associated
field personnel when planning and im-
plementing physical changes to pipe-
line equipment or configuration;

(2) Require its field personnel to con-
tact the control room when emergency
conditions exist and when making field
changes that affect control room oper-
ations; and

(3) Seek control room or control
room management participation in
planning prior to implementation of
significant pipeline hydraulic or con-
figuration changes.

(g) Operating experience. Each oper-
ator must assure that lessons learned
from its operating experience are in-
corporated, as appropriate, into its
control room management procedures
by performing each of the following:

(1) Review incidents that must be re-
ported pursuant to 49 CFR part 191 to
determine if control room actions con-
tributed to the event and, if so, cor-
rect, where necessary, deficiencies re-
lated to:

(i) Controller fatigue;

(ii) Field equipment;

(iii) The operation of any relief de-
vice;

(iv) Procedures;

(v) SCADA system configuration; and

(vi) SCADA system performance.

(2) Include lessons learned from the
operator’s experience in the training
program required by this section.

(h) Training. Each operator must es-
tablish a controller training program
and review the training program con-
tent to identify potential improve-
ments at least once each calendar year,
but at intervals not to exceed 15
months. An operator’s program must
provide for training each controller to
carry out the roles and responsibilities
defined by the operator. In addition,
the training program must include the
following elements:

(1) Responding to abnormal operating
conditions likely to occur simulta-
neously or in sequence;

(2) Use of a computerized simulator
or non-computerized (tabletop) method
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for training controllers to recognize
abnormal operating conditions;

(3) Training controllers on their re-
sponsibilities for communication under
the operator’s emergency response pro-
cedures;

(4) Training that will provide a con-
troller a working knowledge of the
pipeline system, especially during the
development of abnormal operating
conditions; and

(5) For pipeline operating setups that
are periodically, but infrequently used,
providing an opportunity for control-
lers to review relevant procedures in
advance of their application.

(i) Compliance wvalidation. Upon re-
quest, operators must submit their pro-
cedures to PHMSA or, in the case of an
intrastate pipeline facility regulated
by a State, to the appropriate State
agency.

(j) Compliance and deviations. An oper-
ator must maintain for review during
inspection:

(1) Records that demonstrate compli-
ance with the requirements of this sec-
tion; and

(2) Documentation to demonstrate
that any deviation from the procedures
required by this section was necessary
for the safe operation of a pipeline fa-
cility.

[Amdt. 192-112, 74 FR 63327, Dec. 3, 2009, as
amended at 75 FR 5537, Feb. 3, 2010; 76 FR
35135, June 16, 2011]

Subpart M—Maintenance

§192.701 Scope.

This subpart prescribes minimum re-
quirements for maintenance of pipeline
facilities.

§192.703 General.

(a) No person may operate a segment
of pipeline, unless it is maintained in
accordance with this subpart.

(b) Each segment of pipeline that be-
comes unsafe must be replaced, re-
paired, or removed from service.

(c) Hazardous leaks must be repaired
promptly.

§192.705 Transmission lines: Patrol-
ling.

(a) Each operator shall have a patrol

program to observe surface conditions

on and adjacent to the transmission
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line right-of-way for indications of
leaks, construction activity, and other
factors affecting safety and operation.

(b) The frequency of patrols is deter-
mined by the size of the line, the oper-
ating pressures, the class location, ter-
rain, weather, and other relevant fac-
tors, but intervals between patrols may
not be longer than prescribed in the
following table:

Maximum interval between patrols

Class loca-
tion of line

At highway and rail-

road crossings At all other places

72 months; but at
least twice each cal-
endar year.

4%z months; but at
least four times
each calendar year.

412 months; but at
least four times
each calendar year.

15 months; but at
least once each cal-
endar year.

772 months; but at
least twice each cal-
endar year.

412 months; but at
least four times
each calendar year.

(c) Methods of patrolling include
walking, driving, flying or other appro-
priate means of traversing the right-of-
way.

[Amdt. 192-21, 40 FR 20283, May 9, 1975, as
amended by Amdt. 19243, 47 FR 46851, Oct.
21, 1982; Amdt. 192-78, 61 FR 28786, June 6,
1996]

§192.706 Transmission lines: Leakage
surveys.

Leakage surveys of a transmission
line must be conducted at intervals not
exceeding 15 months, but at least once
each calendar year. However, in the
case of a transmission line which
transports gas in conformity with
§192.6256 without an odor or odorant,
leakage surveys using leak detector
equipment must be conducted—

(a) In Class 3 locations, at intervals
not exceeding 72 months, but at least
twice each calendar year; and

(b) In Class 4 locations, at intervals
not exceeding 4%2 months, but at least
four times each calendar year.

[Amdt. 192-21, 40 FR 20283, May 9, 1975, as
amended by Amdt. 192-43, 47 FR 46851, Oct.
21, 1982; Amdt. 192-71, 59 FR 6585, Feb. 11,
1994]

§192.707 Line markers for mains and
transmission lines.

(a) Buried pipelines. Except as pro-
vided in paragraph (b) of this section, a
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